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CONTACT AND LEGAL INFORMATION

CONTACT AND LEGAL INFORMATION

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Notice to Users

Ontrack® Eraser is a software application that has been developed, copyrighted, and licensed by 
Kroll Ontrack Inc. Use of the software is governed by the terms and conditions of the end user 
license agreement contained within the software.

This manual should not be construed as any representation or warranty with respect to the software 
named herein. Occasionally, changes or variations exist in the software that are not reflected in the 
manual. 

Generally, if such changes or variations are known to exist and affect the product significantly, a 
release note or ReadMe file will accompany the User Guide, or will be available on the Kroll 
Ontrack web site. In that event, please read the release notes or ReadMe file before using the 
product.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Trademarks

Kroll Ontrack, Ontrack, and other Kroll Ontrack brand and product names referred to herein are 
trademarks or registered trademarks of Kroll Ontrack Inc. and/or its parent company, Kroll Inc. in 
the United States and/or other countries. All other brand and product names are trademarks or 
registered trademarks of their respective holders.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Copyrights

Copyright © 2007-2010 Kroll Ontrack Inc. All Rights Reserved.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, 
or translated into a language or computer language, in any form by any means, electronic, 
mechanical, optical, chemical, manual or otherwise, without the express written consent of Kroll 
Ontrack Inc.
Copyright © 2007-2010 Kroll Ontrack Inc.



C O N TA C T  A N D  L E G A L  I N F O R M A T I O N
U.S. Contact Information
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
U.S. Contact Information

Kroll Ontrack Inc.
9023 Columbine Road
Eden Prairie, MN 55347
United States
Toll Free: 800-872-5161
Phone: 952-937-5161

Web: www.ontrackeraser.com

Software Sales
Toll Free: (800) 645-3649
Email: software@ontrackeraser.com

Technical Support
Phone: 952-937-2121
Email: support@ontrackeraser.com
Web: www.ontrackeraser.com/support
Hours: 8:00 a.m. - 5:00 p.m., M-F CST

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
International Contact Information

Canada Australia
155 Gordon Baker Road Suite 100
Toronto, Ontario M2H 3N7
Canada

Web: http://www.ontrackeraser.ca

28 Donkin Street, Suite #8
West End, QLD 4101
Australia

Web: http://www.ontrackeraser.com.au

Software Sales
Toll Free: 800-645-3649
Email: software@ontrackeraser.ca

Software Sales
Freephone: 1800 872 259
Email: software@ontrackeraser.com.au

Technical Support
Phone: 952-937-2121
Email: support@ontrackeraser.ca
Web: http://www.ontrackeraser.ca/support

Technical Support
Phone: +61 7 3255 1199
Email: support@ontrackeraser.com.au
Web: http://www.ontrackeraser.com.au/support
Copyright © 2007-2010 Kroll Ontrack Inc.
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International Contact Information
United Kingdom France
The Pavilions, 1 Weston Road
Kiln Lane, Epsom
Surrey KT17 1JG
United Kingdom

Web: http://www.ontrackdatarecovery.co.uk/
secure-data-deletion/

2, impasse de la Noisette
91371 Verrières-le-Buisson Cedex 413
France

Web: http://www.ontrackeraser.fr

Software Sales
Tel: +44 (0)1372 741 999
Email: licensing@krollontrack.com

Support Commercial
Tél: +33 (0)1 69 53 66 92
Email: logiciel@ontrackeraser.fr

Technical Support
Tel: +44 (0)1372 744 422
Email: techsupport@ontrackdatarecovery.co.uk
Web: http://www.ontrackdatarecovery.co.uk/
software-support/

Support Technique
Tél: 0820 09 87 72
Email: support@ontrackeraser.fr
Web: http://www.ontrackeraser.fr/support

Germany Spain
Hanns-Klemm-Straße 5
71034 Böblingen
Deutschland

Calle Anabel Segura 7
28108 Alcobendas
Madrid, España

Web: http://www.ontrackeraser.de Web: http://www.ontrackeraser.es

Software Sales
Tel: +49 (0)7031/644-0
Email: software@ontrackeraser.de

Venta de Licencias
Tel: 914 840 229
Email: licencias@ontrack.es

Technical Support (available in German 
and English)
Tel: +49 (0)7031/644-244
Email: support@ontrackeraser.de
Web: http://www.ontrackeraser.de/support

Soporte técnico
Tel: 914 840 229
Email: soporte@ontrack.es
Web: http://www.ontrackeraser.es/soporte

Norway* Italy
Ibas Norge
Postboks 1250
Arkoveien 14
2206 Kongsvinger
Norway

Web: http://www.ibas.no

Via Lario, 1
22070 Fenegrò (CO)
Italia

Web: http:// www.ontrackeraser.it
Copyright ©2007-2010 Kroll Ontrack Inc.  



C O N TA C T  A N D  L E G A L  I N F O R M A T I O N
International Contact Information
Software Sales
Free Telephone: +47 62 81 01 00
Fax: +47 62 81 01 10
Email: erasure@ibas.no

Software Sales
Numero Verde: 800 44 00 33
Tel: +39 031 3525611
Fax: +39 031 3525621
Email: software@ontrackeraser.it

Technical Support
Phone: +47 62 81 01 00
Email: support@ibas.no
Web: http://www.ibas.no/support

Technical Support (available in English)
Tel: +49 7031 644244
Email: support@ontrackeraser.it
Web: http://www.ontrackeraser.it/support

Sweden* Denmark*
Ibas AB
Märstagatan 4
753 23 Uppsala
Sweden

Web: http://www.ibas.se

Ibas Danmark
Teknikerbyen 25
2830 Virum
Denmark

Web: http://www.ibas.dk

Software Sales
Tel: +46 (0) 18 10 44 40
Fax: +46 (0)18 10 99 20
Email: erasure@ibas.se
Web: http://www.ibas.se

Software Sales
Tel: +45 70 22 34 00
Fax: +45 70 22 34 01
Email: erasure@ibas.dk

Technical Support
Phone: +47 62 81 01 00
Email: support@ibas.no
Web: http://www.ibas.no/support

Technical Support
Phone: +47 62 81 01 00
Email: support@ibas.no
Web: http://www.ibas.no/support

Finland* Singapore
Norman Ibas Oy
Läkkisepäntie 11
00620 Helsinki
Finland

Web: http://www.ibas.fi

No 31 TohGuan Road East #06-10
LW Technocentre
Singapore 608608

Web: 
http://www.ontrackdatarecovery.com.sg/email-
recovery-software

Software Sales
Tel: +358 9 2727 210
Fax: +358 9 2727 2121
Email: ibas@norman-ibas.fi

Software Sales
Phone: +65 6296 5131
Email: software@ontrackeraser.com
Copyright © 2007-2010 Kroll Ontrack Inc.
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Legal Notice
* These locations are currently operating under the Ibas brand, which was acquired by Kroll Inc in 
2006.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Legal Notice

Ontrack® Eraser software 

Copyright © 2007-2010 Kroll Ontrack Inc. All Rights Reserved.

WARNING: This program is protected by copyright law and international treaties. Unauthorized 
reproduction or distribution of this program, or any portion of it, may result in severe civil and 
criminal penalties, and will be prosecuted to the maximum extent possible under law.

Kroll Ontrack, Ontrack, and other Kroll Ontrack brand and product names referred to herein are 
trademarks or registered trademarks of Kroll Ontrack Inc and/or its parent company Kroll Inc., in 
the United States and/or other countries. All other brand and product names are trademarks or 
registered trademarks of their respective holders.

Technical Sales
Tel: +47 62 81 01 00
Email: support@ibas.no
Web: www.ibas.no/support

Technical Support
Phone: +1 952-937-2121
Email: support@ontrackeraser.com

Web: 
http://www.ontrackdatarecovery.com.sg/software-
support/

The Netherlands
Kroll Ontrack Netherlands
Holland Office Center
Kruisweg 825c
2132 NG Hoofddorp
Nederland

Web: www.krollontrack.nl

Software Sales
Tel: 0800 5 765 565
Tel: +31 (0)23 - 56 73 030
Fax: +31 (0)23 - 56 73 031
Email: info@krollontrack.nl

Technical Support
Tel: +47 62 81 01 00
Email: support@ibas.no
Web: www.ibas.no/support
Copyright ©2007-2010 Kroll Ontrack Inc.  
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K INTRODUCTION

. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
INTRODUCTION

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

Ontrack Eraser Software 3.10 is an application that runs on both Microsoft® Windows® and 
Linux® platforms. The main purpose of the application for Linux is to securely erase hard drives 
and other storage units. The application for Windows erases non-direct attached devices such as 
USB and FireWire®. After the erasure is complete, an erase report is presented to the user with the 
result of the erase process (success/non-success). 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
System Requirements

To use Ontrack Eraser, the following hardware and software is needed: 

Ontrack Eraser (Windows)

• Windows® 2003, Windows® XP Professional, Windows Server® 2008 Standard, Windows 
Server 2008 Data Center, Windows Server 2008 Enterprise, Windows Server 2008 R2, 
Windows Vista® Business, Windows Vista Ultimate, Windows Vista Enterprise, 
Windows® 7 Professional, Windows 7 Enterprise, Windows 7 
32 and 64-bit platforms for each of the listed operating systems

• IBM®-compatible PC with an Intel® Pentium® or greater processor
• VGA with 800 x 600 or higher screen resolution 
• 128 MB of RAM
• 20 MB of free hard disk space

Ontrack Eraser (Linux)

• IBM-compatible PC with an Intel Pentium or greater processor
• VGA 800 x 600 or greater graphics capability (vesa compatibility)
• 128 MB of RAM
Copyright © 2007-2010 Kroll Ontrack Inc. 1



I N T R O D U C T I O N
Installing Ontrack Eraser SoftwareINTRODUCTION
Ontrack Eraser Network Server (OENS)

• Windows® 2003, Windows® XP Professional, Windows Server® 2008 Standard, Windows 
Server 2008 Data Center, Windows Server 2008 Enterprise, Windows Server 2008 R2, 
Windows Vista® Business, Windows Vista Ultimate, Windows Vista Enterprise, 
Windows® 7 Professional, Windows 7 Enterprise, Windows 7 
32 and 64-bit platforms for each of the listed operating systems

• IBM-compatible PC with a Pentium or greater processor
• VGA with 800 x 600 or higher screen resolution
• 128 MB of RAM
• 200 MB of free hard disk space

Servers that use Windows

To run Ontrack Eraser software on a server that uses the Windows operating system, the following 
ports must be configured.

Ontrack Eraser Server Administration port: 4150

Ontrack Eraser erasure client port:

• 4151 XMLRPC (requests erasure, print report, etc.)
• 4152 UDP (erasure status)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Installing Ontrack Eraser Software

Ontrack Eraser Software consists of:

• An erase client
• A client configurator
• A server side component (known as OENS - Ontrack Eraser Network Server)

The Windows erase client can be installed on a Windows workstation (or a Windows server). The 
installation can be performed locally or remotely.

Both Linux and Windows erase clients are created via the client configurator. The client 
configurator, which is used for building erase policies and the creation of bootable erase media 
such as USB sticks, .iso images for CD/DVD burning, and images for server distribution, is 
installed on a Windows workstation (or Windows server).

The OENS components are installed on a Windows server (or Windows workstation).

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Ontrack Eraser Software Editions

Ontrack Eraser offers four kinds of licenses:

• License per Erasure: This license is based on an erasure counter and the counter is 
decreased per device being erased.
2 Copyright © 2007-2010 Kroll Ontrack Inc.
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. .I N T R O D U C T I O N
Getting Help
• Time Limited: The license is time limited. It provides unlimited erasures within the time 
specified.

• Time Limited license per Erasure: This license is limited by time and an erasure counter. 
The license is based per erasure within a given time.

• Unlimited: This license offers unlimited erasures. It never expires.

License Authorization Process

When launching the erase application, the erase application does one of three things (in the 
following order):

• The client contacts the OENS server and asks for an authorization to perform the erase. If a 
connection is established, the license is then deducted from the server dongle.

• If the client cannot contact the OENS server, it defaults to contact the mobile dongle (which 
needs to be connected physically to the unit from where the erase process is performed). If 
the mobile dongle is found, the license is deducted from that dongle.

• If a license is not found in any of the above processes, an erase authorization will not be 
given and as a result, an erase process is not executed.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Getting Help

Kroll Ontrack provides you with the following ways to get help with Ontrack Eraser Software: 
Online Help and Technical Support.

Online Help

Online Help includes all of the information in the user guide and it lets you quickly access this 
information by using one of three tabs. The Contents tab offers a hierarchical view of the contents 
of the help files. The Index tab offers a keyword-based way to get to specific topics. The Search tab 
offers a full-text search of the help files. 

To start online Help

Do one of the following:

• Click the Help menu and then click Contents.
• Click  on the toolbar.
• Press the F1 key.

To identify a tool or control

• Position the pointer over a tool or control, and then pause. A tool tip shows the name of the 
item.

Technical Support

If you have questions or problems not answered in the user guide or the online Help, call our 
Technical Support group. When reporting an issue, please include any information that might help 
us diagnose the problem. The following details are often the most helpful:
Copyright © 2007-2010 Kroll Ontrack Inc.  3



I N T R O D U C T I O N
Conventions in this ManualINTRODUCTION
• The version of Ontrack Eraser Software you are using (on the Help menu, click About).
• The versions of Windows that you are running.
• The circumstances and sequence of steps that led to the problem.
• The text of the error messages (if any appeared), and the contents of the Details window.
• A list of other Windows programs that you were running when the error occurred.

Contact Information
See “U.S. Contact Information” on page ii and “International Contact Information” on page ii.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Conventions in this Manual

This manual uses guidelines for documenting notes and tips1. 

Notes (including cautions, important notes, tips, and warnings, as well as general notes) call the 
user’s attention to information of special importance or information that can’t otherwise be suitably 
presented in the main text.

Note indicates neutral or positive information that emphasizes or supplements important points of 
the main text. A note supplies information that may apply only in special cases-for example, 
memory limitations, equipment configurations, or details that apply to specific versions of a 
program.

Tip helps users apply the techniques and procedures described in the text to their specific needs. A 
tip suggests alternative methods that may not be obvious and helps users understand the benefits 
and capabilities of the product. A tip is not essential to the basic understanding of the text.

Important provides information essential to the completion of a task. Users can disregard 
information in a note and still complete a task, but they should not disregard an important note.

Caution advises users that failure to take or avoid a specified action could result in loss of data.

1. The information in this section is taken from the Microsoft Manual of Style for Technical 
Publications, 3rd Edition. Redmond, WA: Microsoft Press, 2002.
4 Copyright © 2007-2010 Kroll Ontrack Inc.



CHAPTER 1

. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
SERVER ADMINISTRATOR SETTINGSCHAPTER 1 : 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

The Server Administrator tool is used for Linux and Windows platform erasure events. Each tab 
and its contents are described in this section.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Server Tab

The Server tab displays the connection status of the server, provides the option to load a previously 
created Client Config File, and keeps a running Server Log of all erasure activities on this server.

Client Configuration File

The Server tab allows you to load a previously saved Client Config File from the server. A client 
configuration file is a file that saves the settings you make in the Client Configurator tool.

Figure 1-1. Server tab with Client Config File and Server Log
Copyright © 2007-2010 Kroll Ontrack Inc. 5



S E R V E R  A D M I N I S T R A T O R  S E T T I N G S
Plugins TabCHAPTER 1
To load Client Config File

1. Click Browse located to the right of the Client Config File field. 
2. Find the desired configuration file on your server and select it in the File Name drop-down.
3. Click Open.

Server Log

The Server Log keeps a running list of erasure events performed on the current license. 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Plugins Tab

The Plugins tab allows you to select optional plugins for extra features to the software. These 
optional plugins are: 

• Forward erase reports to a Microsoft SQL Server
• Saving reports in plain text formats
• Erasure Report sent via Email that an erasure event has taken place
• Saving reports in XML format

Figure 1-2. Plugins tab 
6 Copyright © 2007-2010 Kroll Ontrack Inc.
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. .S E R V E R  A D M I N I S T R A T O R  S E T T I N G S
Plugins Tab
Forward to Microsoft SQL Server

The MS SQL check box gives the option to forward the erase report to a Microsoft SQL Server 
once the report is written to the OES report database. The SQL Server field contains the IP address 
or DNS name of the Microsoft SQL Server. In the Database field, enter the database name (if you 
use the build database tables script which comes with OES, the default name is “OntrackEraser”). 
The database must be created before using this plug-in.

The Authentication field shows what authentication method is going to be used against the 
Microsoft SQL Server when the database tables and stored procedures are automatically created. 
You can choose between Windows or SQL authentication. You should take note of the following 
when selecting your authentication method:

Windows authentication and SQL authentication work in different ways. 

• With SQL authentication, the application sends the login credentials to the SQL Server as 
part of the connection string. 

• With Windows authentication, the operating system sends the login credentials when the 
application sends the connection string. The credentials are those which were used to start 
OES (the credentials used to start the OES service — by default this is the “Local System” 
account and does not have any rights to login to a remote Microsoft SQL Server).

If SQL authentication is used, enter the Username and Password to connect to the Microsoft SQL 
Server. If you use Windows authentication, leave these fields blank.

CREATING THE DATABASE

The first time a report is uploaded, the database tables and stored procedures are automatically 
created if the login credentials have the appropriate permissions.

Use the following steps to manually create the database:

1. Start SQL Manager or SQL Server Management Studio.
2. Connect to the server, and open the SQL_Build_Tables.sql script included on the Ontrack 

Eraser CD.
3. Execute it. 

Plain Text Format

This setting gives the option to save the erasure report in .txt format. The Path field provides the 
opportunity to set the destination of the .txt erasure report. A path is selected through the ellipses 
(...) button.

Email Notification

This Plugins tab provides the option to have the erasure report sent as an email notification either 
when the erasure event has successfully completed or if an error has occurred during the erasure. 
The Send Report options are On Error, On Success, or Always.
Copyright © 2007-2010 Kroll Ontrack Inc. 7



S E R V E R  A D M I N I S T R A T O R  S E T T I N G S
Active Erasures TabCHAPTER 1
Figure 1-3. Send Report options

The erasure report can be sent as the Message Body of the email or as an Attachment.

The Password is the same as the password set up for your SMTP email settings. It is only required 
if a password was set up for SMTP email.

XML Format

This setting gives the option to save the erasure report in XML format. The Path field provides the 
opportunity to set the destination of the XML erasure report. A path is selected through the ellipses 
(...) button.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Active Erasures Tab

The Active Erasures tab displays the status of the erasures currently taking place.

Figure 1-4. Active Erasures tab with an erasure event in progress

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Reports Tab

The Reports tab displays the Erasure Reports from erasure events that have occurred on a given 
server license. The reports can be filtered by date to show only the reports that were generated 
between two chosen dates.
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. .S E R V E R  A D M I N I S T R A T O R  S E T T I N G S
License Tab
Figure 1-5. Reports tab

To search for a specific report and view contents

1. Select a From date in the beginning of the date range the erasure may have occurred.
2. Select an end date in the To drop-down list.
3. Click Show.
4. To show the report content, double-click on the row.

Note:  The completion date and time for an erasure is based on the local system time of the system 
where Ontrack Eraser was run, not the date and time on the server or the attached license dongle.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
License Tab

The License tab displays the model and status of your chosen license. It provides the opportunity to 
refill expired licenses and deny any unwanted requests for erasure. The Mobile Dongle section 
allows you to load reports and transfer more licenses onto the dongle.

For more detailed information about License and Mobile Dongles, see the Ontrack Eraser Software 
Editions section.
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Figure 1-6. License tab

License Dongle

License Status: The License Status section displays the type of license model you selected. 
Depending on the license model type previously selected, the status of that model is displayed.

Refill License: If the License expires, the Load new License File button allows you to refill the 
license.

Deny all License Requests: By selecting the Deny License Requests box, a client is denied the 
opportunity to perform an erasure.

Mobile Dongle

This dongle can contain up to 100 erasures. Before the dongle can be used, it must be initialized 
and the licenses transferred. This can be done on the License tab in the Server Administrator tool. 
After the dongle is initialized, the number of licenses is transferred from the license dongle to the 
mobile dongle. Licenses cannot be transferred back to the license dongle.

License Status: The License Status section displays any remaining licenses on this mobile dongle.

Load Reports from Dongle: Clicking the Load button loads the erasure report from the mobile 
dongle to the server where the reports are stored.

Transfer Licenses to Mobile Dongle: This section provides the option to transfer up to 100 
licenses to the mobile dongle. 
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. .
 . 

. .S E R V E R  A D M I N I S T R A T O R  S E T T I N G S
License Tab
To transfer licenses to mobile dongle

1. Ensure that the mobile dongle is inserted into the USB port.
2. Using the arrow button, select the number of licenses to be transferred.
3. Click Initialize and Transfer. The licenses are transferred to the mobile dongle.

BOOTABLE MOBILE DONGLE

The mobile dongle can be used as a bootable mobile dongle that places a bootable Ontrack Eraser 
image onto the dongle using the Client Configurator tool.
Copyright © 2007-2010 Kroll Ontrack Inc. 11
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CHAPTER 2

. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
CLIENT CONFIGURATOR CHAPTER 2 : 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

The Ontrack Eraser Client Configurator tool allows you to set up general settings prior to using the 
Ontrack Eraser Software including selecting or deselecting default settings. You are also able to 
select which windows in the Ontrack Eraser wizard you want to appear as you use the software.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Setting Client Configurations

Each step in the Client Configurator wizard is explained in more detail later in this section. Each 
wizard page step provides a link to that section. For complete details on the Ontrack Eraser 
Software tool, see Ontrack Eraser Client.

To set client configurations in the General Setup page

1. Open OE Client Configurator. The General Setup page is displayed.
2. Enter the IP Address or computer name in Server IP Address field.
3. Do one of the following:

• Select Load Config from server and click Load.
• Select Collect hardware configuration.

To set client configurations in the Welcome Page 

1. Click the Welcome Page screen.
2. Keep the default of Show Welcome Page to display in the wizard, or deselect it to bypass.

To set client configurations in the License Page

1. Click the License Page screen.
2. Keep the default of Show the License Agreement page to display in the wizard, or deselect 

it to bypass.

To set client configurations in the Select Device Page

1. Click the Select Device Page screen.
2. Keep the default of Show the Select Device Page to display in the wizard, or deselect it to 

bypass. 
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Important:  If you deselect this option, all drives detected by Ontrack Eraser will be erased.

3. Select option to Select all drives detected, if desired.

Important:  Any drive connected will be erased if this option is selected.

To set client configurations in the Erase Options Page

1. Click the Erase Options Page screen.
2. Keep the default of Show the Erase Options Page to display in the wizard, or deselect it to 

bypass. 

Important:  If you deselect this option, the default erasure selection will be used during 
erasure.

3. Select an overwrite standard: Predefined or Custom.
• See Predefined Overwrite Standards.
• See Custom Overwrite Settings.

4. Keep the default of Verify Erasure to have a visual indication that the erasure is complete.

To set client configurations in the Reference Field Page

1. Click the Reference Field Page screen.
2. Keep the default of Show the Reference Fields page to display in the wizard, or deselect it 

to bypass. This page determines what fields appear in the erasure report.
3. To add a new field to the erasure report, enter the field name in the text field below the 

Reference Field table.
4. Select the Required box, if needed, and then click Add Field. 
5. To delete a field, highlight the field in the table and click Delete Field.

To set client configurations in the Confirm Selections Page

1. Click the Confirm Selections Page screen.
2. Keep the default of Show Confirm Selection Page to display in the wizard, or deselect it to 

bypass.

Important:  If you deselect this option, the erasure will start without asking for 
confirmation.

3. There are no options to select on the Progress Page.

To set client configurations in the Report Page

1. Click the Report Page screen.
2. Keep the default of Show the Report page to display in the wizard, or deselect it to bypass.

If you deselect this option, the application can be set to shut down automatically. 
To set the application to shut down automatically:

• Deselect the Show the Report page option.
• Click the up arrow button on the screen to determine the delay time in seconds before it 

shuts down automatically.
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General Setup
3. Keep the default setting of Allow user to save report locally if you desire to save the 
erasure report on your local hard drive.

4. Click Save to save all the settings.
5. Click Load to load these configuration settings.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
General Setup

The General Setup page is used to set the initial connection settings prior to the erasure.

Figure 2-1. General Setup

Server IP Address

An IP address or computer name can be entered into the Server IP Address field.

Note:  When specifying a computer name be sure to specify the fully qualified name and not just the 
server name.

Load Config from server

Selecting this option allows you to load a previously saved configuration file from the server to be 
used for a future erasure.
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Collect Hardware Configuration

Selecting this option collects the configuration automatically from your hardware.

Disable License Check

The Disable License Check field only appears when a Subscription type license is used (Time 
Limited and Unlimited).

When the OES client starts an erase process, part of the process is to ensure that a valid license is 
present. This validation is performed at erase time when Disable License Check is disabled. With 
Disable License Check enabled, the license validity check is moved forward to the creation time of 
the image. 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Welcome Page

The Show Welcome Page option can be deselected if this page is not required in the Ontrack Eraser 
wizard.

Figure 2-2. Welcome Page
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
License Page

The Show the License Agreement page option can be deselected if this page is not required in the 
Ontrack Eraser wizard.

Figure 2-3. License Page
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Select Device Page

The Show the Select Device Page option can be deselected if this page is not required in the 
Ontrack Eraser wizard. 

Important:  If this page option is turned off, all drives detected by Ontrack Eraser will be erased.

Default Selection

The Select all drives detected option is deselected as a default.

Unlock devices (HPA, DCO) is selected by default. When Unlock Devices (HPA, DCO) is enabled 
and the media is not freeze locked, the reduced available storage is erased together with the non-
reduced area. This information is written to the erase report.

When Unlock Devices (HPA, DCO) is enabled and the media is freeze locked, the locked area is 
not erased. The Ontrack Eraser Client notifies you about this and are prompted to accept erasing 
only the non-locked area. This information is written to the erase report.

Figure 2-4. Select Device Page with default settings
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Erase Options Page

The Erase Options Page option can be deselected if this page is not required in the Ontrack Eraser 
wizard. If the page option is turned off, the default selection is used during erasure.

You can choose between Predefined and Custom overwrite standards.

Figure 2-5. Erase Options Page

Predefined Overwrite Standards

This section gives a brief explanation of each overwrite standard.

KROLLONTRACK ALGORITHM

This overwrite standard overwrites all sectors once with the Ibas Block Pattern (traceable pattern) 
and runs a quick verification of three regions (start, middle, and end). The erasure aborts on verify 
failure.

HMG INFOSEC STANDARD NO. 5, HIGHER OVERWRITING STANDARD (CESG)
This overwrite standard erases devices using CESG Infosec Standard 5 Enhanced algorithm which 
includes three overwrites and the logging of bad blocks. 

The CESG erase standard allows up to 50 bad blocks on a media. If bad blocks are detected during 
the erase process, the physical addresses of those blocks are written to the erase report. If more than 
50 bad blocks are detected, the erase process is considered incomplete.
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HMG INFOSEC STANDARD NO. 5, LOWER OVERWRITING STANDARD (CESG)
This overwrite standard erases devices using CESG Infosec Standard 5 Enhanced algorithm which 
includes one overwrite and the logging of bad blocks. 

The CESG erase standard allows up to 50 bad blocks on a media. If bad blocks are detected during 
the erase process, the physical addresses of those blocks are written to the erase report. If more than 
50 bad blocks are detected, the erase process is considered incomplete.

PETER GUTMANN

In this overwrite standard, the write head passes over each sector 35 times. 

US DOD 5220.22-M
In this overwrite standard, the write head passes over each sector three times. The first pass is with 
zeros (0x00), the second pass is with 0xFF, and the third pass is with random characters. The final 
pass is to verify random characters by reading.

BSI S 2.167 SECURE DELETION OF DATA MEDIA

Physical erasure sufficient for medium-level protection can be achieved by overwriting the entire 
data medium or at least the used sectors with a certain pattern. Uniform patterns such as “0000” 
should not be used for overwriting, but rather patterns such as “C1” (hexadecimal, corresponds to 
the bit sequence 11000001). The second pass should be a complementary pattern (for example: 3E, 
corresponding to the bit sequence 00111110) so that if at all possible, each bit has been changed 
once. The overwrite procedure should be repeated at least twice, or preferably three times, as this 
provides a better protective effect.

GERMAN VSITR
In this overwrite standard, the write head passes over each sector seven times.

Custom Overwrite Settings

These options allow you to set the erase pattern and the number of times the overwrite procedure is 
performed on a piece of media.
Erase Pattern
Uniform patterns such as “0000” should not be used for overwriting, but rather patterns such as 
“C1” (hexadecimal, corresponds to the bit sequence 11000001). The second pass should be a 
complementary pattern (for example: 3E, corresponding to the bit sequence 00111110) so that if at 
all possible, each bit has been changed once. 
Overwrites
These custom overwrite options allow you to set the Erase Pattern and the number of times the 
overwrite procedure is performed on a piece of media. 

Verify Erasure Option

This option is selected by default. Selecting this option allows you to see the erasing status in the 
Progress page Task column.
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Reference Field Page

The Reference Field Page allows you to set which fields you need in the final erasure report and 
whether you want them to be required.

If you desire to have the Reference Fields page appear in the Ontrack Erasure wizard, keep the 
Show the Reference Fields page option selected. Deselect the box if this page of the wizard is not 
needed in your erasure process.

For more information about reporting, see Reporting.

To add a field to the Reference Field table

1. Enter a field name in the text box.

Figure 2-6. Reference Field text box

2. If this field is a required field in the erasure report, select the Required check box.
3. Click Add Field. The new field is now added to the table and appears in the final erasure 

report.

To delete a field in the Reference Field table

1. Highlight the field to be deleted in the Reference Field table.
2. Click Delete Field. The field is deleted from the table and does not appear in the final 

erasure report.
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Confirm Selections Page

The Confirm Selections Page of the wizard displays the options you have selected for the erasure. 
You have the option to not display this page in the wizard during your erasure process by 
deselecting Show Confirm Selection Page. However, as it states in the Client Configurator page, if 
this page is turned off, the erasure will start without asking for confirmation.

Figure 2-7. Confirm Selections page
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Progress Page

The Progress Page is always displayed in the wizard so there are no display options on this page. 
There are no other settings on this page.

Figure 2-8. Progress Page
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Report Page

The Report Page displays the erasure report based on the fields selected for this report. You have 
the option to not display this page in the wizard by deselecting the Show the Report page option. 
Deselecting this option allows you to set the application to shut down automatically.

For more information on reporting, see Reporting.

To set delay for automatic application shutdown

1. Deselect the Show the Report page option. This activates the grayed out setting box.
2. Using the arrow buttons, select the delay time to automatic shutdown in seconds. 

Figure 2-9. Report Page with shutdown delay activated

Allow the user to save report locally

To have the option of saving the report locally, keep the default setting selected.

Disable report upload to server

As part of an erase process, an erase report is generated. This erase report is automatically 
forwarded to the erase report database. By selecting the Disable report upload to server, the forward 
of the erase report to the report database is cancelled. A local report is still generated.
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Create Image

A Create Image button is provided to create a bootable erase media such as USB sticks.

ISO and PXE images can also be created for CD/DVD burning and for server distribution.

To create an ISO image

1. Click Create Image in the OE Client Configurator tool.
2. In the Select Destination screen, select the ISO Image.
3. Click Browse to select the location of the .iso file.
4. Click Create.
5. Burn the .iso image onto a CD or DVD.

To create a PXE image

1. Click Create Image in the OE Client Configurator tool.
2. In the Select Destination screen, select PXE Image.
3. Click Browse to select the location of the PXE file.
4. Click Create. This process may take several minutes.

To create a bootable media

1. Click Create Image in the OE Client Configurator tool.
2. In the Select Destination screen, select Bootable USB Media.

Figure 2-10. Select the destination of the created image.

3. Select the USB location using the Destination drop-down or by clicking Browse to 
navigate to the destination.

4. Click Create. A bootable erase media is created on your USB device.
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CHAPTER 3

ONTRACK ERASER SOFTWARE 

. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
CLIENT CHAPTER 3 : 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

Application for Windows

The main purpose of the application for Windows is to erase non-direct attached devices (USB, and 
FireWire). The erase process is only performed at a high level. The application for Windows cannot 
perform a 100% secure erasure of your hard drive. An erase report is presented displaying the 
results of the erase process (success and non-success). The report can be printed or saved to an 
internal/external media.

Application for Linux

The main purpose of the application for Linux is to securely erase hard drives and other storage 
units. The application for Linux is the primary mechanism to erase hard drives, as opposed to 
logical volumes and partitions, etc. Using the Linux client is the only way to erase the primary boot 
media. An erase report is presented displaying the results of the erase process (success and non-
success). 
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Ontrack Eraser Client 

The Ontrack Eraser Client tool uses a wizard interface to step through each phase of setting up an 
erasure, setting up the report, confirming those settings, viewing the erasure progress, and viewing 
the erasure report. The Client Configurator tool allows you to customize this wizard.

Welcome to Ontrack Eraser

The first screen displayed in the wizard is the Welcome screen. Click Next to continue.

End User License Agreement

If you have reviewed and agree to the terms of the license agreement, accept the license agreement 
and click Next to continue through the wizard.

Select Device

This window displays the device name, serial number, capacity, and block size that are connected 
to the computer for erasure. One or more devices can be selected for erasure in this window.

Figure 3-1. Select device
28 Copyright © 2007-2010 Kroll Ontrack Inc.



. .
 . 

. .O N T R A C K  E R A S E R  S O FT W A R E  C L I E N T
Ontrack Eraser Client
Erasure Options

There are two options to determine the erasure method used and its options as needed:

• Predefined erasure method
• Custom erasure

Figure 3-2. Erasure options

The Predefined erasure method option provides a drop-down to select the method of erasure. A 
Help button is located next to the drop-down which provides details about each method. 

By selecting Custom erasure, the following settings become activated:

• Pattern used to overwrite your data in range 0x01 to 0xFF
• Number of overwrites of your data
• Verify device(s) after completed erasure

PREDEFINED ERASURE METHOD

The Predefined erasure methods are overwrite standards that perform on various levels and use 
different algorithms. These overwrite standards are:

KrollOntrack Algorithm
This overwrite standard overwrites all sectors once with the Ibas Block Pattern (traceable pattern) 
and runs a quick verification of three regions (start, middle, and end). The erasure aborts on verify 
failure.
HMG Infosec Standard No. 5, Higher Overwriting Standard (CESG)
This overwrite standard erases devices using CESG Infosec Standard 5 Enhanced algorithm which 
includes three overwrites and the logging of bad blocks. 
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The CESG erase standard allows up to 50 bad blocks on a media. If bad blocks are detected during 
the erase process, the physical addresses of those blocks are written to the erase report. If more than 
50 bad blocks are detected, the erase process is considered incomplete.
HMG Infosec Standard No. 5, Lower Overwriting Standard (CESG)
This overwrite standard erases devices using CESG Infosec Standard 5 Enhanced algorithm which 
includes one overwrite and the logging of bad blocks. 

The CESG erase standard allows up to 50 bad blocks on a media. If bad blocks are detected during 
the erase process, the physical addresses of those blocks are written to the erase report. If more than 
50 bad blocks are detected, the erase process is considered incomplete.

Peter Gutmann
In this overwrite standard, the write head passes over each sector 35 times. 
US DoD 5220.22-M
In this overwrite standard, the write head passes over each sector three times. The first pass is with 
zeros (0x00), the second pass is with 0xFF, and the third pass is with random characters. The final 
pass is to verify random characters by reading.
BSI S 2.167 Secure deletion of data media
Physical erasure sufficient for medium-level protection can be achieved by overwriting the entire 
data medium or at least the used sectors with a certain pattern. Uniform patterns such as “0000” 
should not be used for overwriting, but rather patterns such as “C1” (hexadecimal, corresponds to 
the bit sequence 11000001). The second pass should be a complementary pattern (for example: 3E, 
corresponding to the bit sequence 00111110) so that if at all possible, each bit has been changed 
once. The overwrite procedure should be repeated at least twice, or preferably three times, as this 
provides a better protective effect.

German VSITR
In this overwrite standard, the write head passes over each sector seven times.

CUSTOM OVERWRITE SETTINGS

These options allow you to set the erase pattern and the number of times the overwrite procedure is 
performed on a piece of media.

Erase Pattern
Uniform patterns such as “0000” should not be used for overwriting, but rather patterns such as 
“C1” (hexadecimal, corresponds to the bit sequence 11000001). The second pass should be a 
complementary pattern (for example: 3E, corresponding to the bit sequence 00111110) so that if at 
all possible, each bit has been changed once. 
Overwrites
These custom overwrite options allow you to set the Erase Pattern and the number of times the 
overwrite procedure is performed on a piece of media.
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Confirm Selections

This window displays the selections made for this erasure:

• Device selected including the capacity and block size
• Erasure method selected
• Verify erasure: Yes or No

Figure 3-3. Confirm selections
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Erasing in Progress

This page shows the progress of each device being erased as well as the total progress of all devices 
being erased. It shows the Elapsed Time of the erasure as well.

Figure 3-4. Erasing in Progress

Next to each device being erased, the Task being performed is displayed, i.e., Erase pass 3 
(Random).

Important:  Clicking Stop halts the erasure. If your license option is based on the number of 
erasures, you are not be refunded an erasure if you click Stop.

When the erasure process is complete and successful, the progress bars display 100% and the Task 
is Done. The Elapsed Time displays the amount of time it took to erase this device.

SECTOR BROWSER

By double-clicking the magnifying glass icon to the right of the Task column, you can view sectors 
of the device data to ensure the erasure process was complete. Using the arrow keys allows you to 
step through each sector of your device.
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Figure 3-5. Sector browser

VIEW REPORT

The Ontrack Eraser Report can be viewed by double-clicking the page icon in the last column. For 
more detailed information on the eraser reports and how they can be customized to display only the 
information you need, see “Reporting” on page 39.

ERASE REPORT VIA MOBILE DONGLE

When the erase authorization is created via the mobile dongle, an erase report is dumped to the 
mobile dongle. This report (or collection of reports) has to be transferred to the OENS server 
database. License information distributed from an server dongle to a mobile dongle can only be 
executed if there are no reports present on the mobile dongle.

If the license information is obtained via a bootable CD/DVD image with license information 
included, this information has to be entered into the OENS server manually. The minimum 
information should be the number of erases executed for audit purposes. 

Erasure Report and Summary

The Erasure report and Summary page displays the complete Ontrack Eraser Report and a 
summary of the activities performed during the erasure.
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Figure 3-6. Erasure Report and Summary

SAVE REPORT

There is an option to save the report to your local hard drive.

To save the report

1. Click Save report on the Erasure report and Summary page. The Save report window is 
displayed.

2. Select the location on your hard drive to save the report in the Look in field.
3. Enter a File name.
4. Select the Files of type. The options are either a .txt file or an .oer file format.
5. Click Save.

Clicking the Finish button closes the application.

Note:  The completion date and time for an erasure is based on the local system time of the system 
where Ontrack Eraser was run, not the date and time on the server or the attached license dongle.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Erasing Data with the Linux Client

The Linux Client consists of a Linux operating system and an erase client. Both components are 
packed into one deliverable when you are creating an erase image with the Client Configurator. 
When a machine is booted from an erase image, the following process takes place: 

Note:  You can boot an OES image from a CD/DVD, a USB dongle, a PXE server or a RIS/WDS 
server.
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The Linux operating system is about to be loaded into memory when the following appears:

Figure 3-7. Linux operating system being loaded into memory

The Linux operating system is starting up when the following screen appears. All device drivers are 
loaded automatically behind the scenes (see the Troubleshooting section if a specific device driver 
is not loaded). 
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Figure 3-8. Linux operating system launching

After the Linux operating system has been started, the erase client launches. Different screens can 
be shown when the client starts, depending on the settings of the client. In the example below, it is 
the Welcome screen which is presented. If a specific device is not loaded during the boot process of 
the operating system because of a missing device driver, a device driver can be manually added 
through the welcome screen. 

Click the Load Device button in order to load the dialog box from where you can select the missing 
driver (the device driver has to be present on a mounted device).
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Figure 3-9. Welcome page

If the erase client fails to obtain an IP address, a dialog box automatically appears providing the 
user the option to manually add the IP address information.

Figure 3-10. Enter Static IP Information

When the device has been selected and the erasing is in progress, the following screen is shown. 
There is a progress bar for the individual devices and a progress bar for the total progress.
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Figure 3-11. Progress bars for individual devices and total progress

When the erase process has been performed, an erase report is generated. Depending on the 
configuration, the Erase report and Summary may or may not be shown. In this example, the report 
is shown.

Figure 3-12. Erasure report and Summary

Note:  The completion date and time for an erasure is based on the local system time of the system 
where Ontrack Eraser was run, not the date and time on the server or the attached license dongle.
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. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
REPORTING CHAPTER 4 : 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

For each erasure, Ontrack Eraser Software generates an erasure report. This report contains 
information about the process success/fail and forms the basis for an erasure certificate.

Custom Erasure Report

The Erasure Report contents can be customized by the user in the Client Configurator tool. See the 
Reference Field Page in the Client Configurator section.

Email Notification

The Server Administrator tool provides an option to have the erasure report emailed to any 
designation person(s), either upon successful completion or if an error occurs.
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CHAPTER 5

. . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
TROUBLESHOOTING CHAPTER 5 : 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Overview

Ontrack Eraser allows you to create an error log file which you can forward to Kroll Ontrack 
support if the Linux operating system or some of the device drives do not load correctly.

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Troubleshooting the Linux Client

When Ontrack Eraser is booting up, the operating system is loaded in different stages. If a load 
stage is failing to load it is displayed on the splash screen. In the example below it is the stage 
“Starting network” which is failing.

Note:  Because a stage is failing does not mean that the erase process cannot be performed. A stage 
can fail because of a missing device driver. The device driver can be loaded manually and the erase 
process can proceed. If the reason for a failing load stage is not definable through any information 
on the screen, an error log file can be created and forwarded to Kroll Ontrack support.
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Figure 5-1. “Starting network” stage failure

When an error occurs during the load stages, the splash screen mode automatically switches to 
verbose mode and displays what load stage failed to load correctly.

When a load stage fails, do the following:

1. After exiting the client, press Esc or Exit to navigate to the Save Error Log file screen.
2. Attach or insert a preformatted external storage device (USB dongle, floppy, or other USB 

storage device) to the PC where the error occurs in order to save the error log to this device.

Important:  The USB dongle or floppy must be preformatted.

3. Select Rescan by entering “R.”

Note:  USB devices may take a few seconds before the device appears in the menu and is 
ready for scanning. If the rescan has missed the new device you have attached, wait a few 
seconds and retry the scan.

4. Enter the number of the device to which you are saving.
5. After the error log has been saved, you can save it to another directory to view it or forward 

it to Kroll Ontrack support.
6. Remove the external storage device.

In the following example the error log is about to be saved to a floppy disk or a USB drive.
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Figure 5-2. Example of an error log
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GLOSSARY

Term Description

Erase License 
Counting

One “use” is defined as the overwriting of one or more addressable 
locations on a single drive. 

Erase Report Creation The erase report is created for each erase whether the erase was 
successfully completed or not. Even if the OES Client only erased 
one sector on the drive and was then cancelled by the user, an erase 
report must be created. In other words, if the OES Client modified 
the drive in any way, an erase report must be created.

Single Drive A single rigid disk drive or a single removable media (floppy disk, 
USB memory stick, FireWire drive, etc.)
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