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Operation mode related parameters

The Desk application operation mode related parameters define several operation modes for the

Desk application. The parameters are flexible and allow a number of different approaches for using

the Desk.

-

O n tra C k | Server | Erase | Mode | License | Phone software | Misoslansous|

Softwar

|1.6.2009 15:34:02 Log start

[] Install erase software ta phone automatically when connected
| [ Show device info dialog automatically when connected

[] Print erase report automatically after eraze started

Erase
Save eraze reports to PC
Send to zerver automatically Device info

W ait for eraze result before print and/ar send Guery results

[ Use default printer for eraze reports

Clear completed

Setup

Help

o il

Cloze

Remaining licenses: 7 | Manual erase | Manual device info | Get licenses automatically

Figure 26 - Desk Application Operation Mode Related Settings

Install erase software to phone
automatically when connected
Show device info dialog

automatically when connected

Print erase report automatically
after erase started

Save erase reports to PC
Send to server automatically

Wait for erase result before print
and/or send

Use default printer for erase
reports

When selected installs the Client software to the detected
phone automatically

When selected opens the device information dialog
automatically when the phone is detected

When selected prints the erase report to printer automatically
after the erase is started

When selected saves the erase report in XML form to the PC
hard drive

When selected sends the erase report automatically to the
Server (effectively leaving the hard drive report file empty)
When selected waits the erase result before automatic erase
report printing/sending to the Server

Prints the erase report to the default printer selected without
asking printer from user
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License related parameters

The Desk application license related parameters define how the Desk downloads licenses from the

Server to PC’s hard drive.

O n tra C k | Server | Erase | Mode |LICEHSE| Phone software | Miscellaneous |

Softwarg ' )

Get licenzes: automatically
Threshold: 2 =
Count: 10 o

Erase

Guery results
Clear completed
1.6.2009 16:34:02 Log start

Femaining licenses: i

Cloze

T
Remaining licenses: 7 | Manual erase | Manual device info l Get licenses automatically |

Figure 27 - Desk Application License Related Settings

DESCRIPTION

Get licenses automatically ~ When selected the applications gets licenses automatically from the
server when the license count drops below threshold

Client software update related parameters

The Desk application Client software update related parameters define how the Desk downloads

latest Client software from the Server to the PC’s hard drive.
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=

O n tra C k Server | Eraze | Made I 'Licenséj Phane software | Hiscellaneousi

SR — 6204 20097217
iCheck phone software undates automabcally:

Erase
Device info
Cluery results

Clear completed

1.6.2009 16:34:02 Log start Setup

Help

o e

Cloze

Figu-t:e 28- Des'k’ApE)I-i(I:'ation Client Software Update Related Settings

Phone software Shows the date/time stamp of the current Client software saved to PC
hard disk

Check phone software When selected the Desk connects to the Server automatically and

updates automatically checks if newer Client software exists in the Server

Note: If the Client software updates are not checked automatically, the Desk users should be guided

to perform manual check/update when new Client software exists.

Desk application related parameters

The method to check availability of new Desk application version from the Server is in the
Miscellaneous setup tab in the Desk application. It can be set to automatic or manual. Desk

application can also be set to send error details to the Server.
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=

O n tra C k Server | Erase | Mode | Licensé_____F'_hgne software _MTSEEHM |_
i Send program emor details to server
Check updates automatically ’ Check now ][ Update niow ]
Activity lizh bow: I Clear l [ Pt ] l o ]
Clear completed
[1.6.z009 18:34-02 Log start
Close

FigL-J-re 29 - Desk Ap_p-lili:ation Desk Software Update Related Settings

Send program error details When selected the details of the error that occurred in Desk operation

to server are send to the Server.
Check updates When selected the Desk connects to the Server automatically and
automatically checks if newer Desk version exists in the Server

Tip: When the Desk user asks support in error case, ask if he is connected to the Internet and is the
Send program error details to server option selected. If not, guide the user to the repeat the error
with above mentioned conditions set. Corporate Administrator will then have error details from

Desk application emailed to his/her email box.

Note: If the Desk software updates are not checked automatically, the Desk users should be guided

to perform a manual check when new Desk software exists.
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Chapter 4 Operating Remote Erasure [Corporate Administrator]

This chapter describes the functionality of managing Remote (Push) Erase.

For all the tasks described below please login to the Server with credentials (user name and

password) that are associated to the Corporate Administrator role.

Add Mobile

Select PushMgmt tab from the upper tab list.

PushMgmt Downloads

Search Array

:
Add mobile r
Name MSISDN Status
= New Device % = pair Request Bl - wmobile Locked
= Bl Download msg Sent "™ = pairing B - vobile Stolen
= Downloaded =) ¢= - Paired = Application Uninstalled

I
-¥: Erasing Mobile =>4 = pair Failed
= Maobile Erased

Figure 30 - Remote Erasure Device List
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Hit Add mobile and complete the contact details of mobile device user. Type the phone number
(MSISDN) in international format i.e. prefix the area code and local number with plus (+) sign and
country code. Notice that the area code is prefixed by a trunk code (usually 0), which is usually
dropped when using international format. In case you are unsure, you can check correct format from
your mobile operator. In the Description field you can type additional information like device model,
etc if available.

Add mobile

NMame, Surname User , Surname
Email user_surname@email com
msisdn +358123456789
Description Mokia ET0

[ Save ” Cancel

Figure 31 - Remote Erasure Add Mobile

Hit Save.

You should see a new row in the list that displays contact information with initial phone number
(user can change the SIM card later) and current state of the mobile device described by color code.

mobile save success

Search Array

Add mobile r
Name MSISDN Status
Surname User +358
= New Device " - pair Request B - wmobile Locked
= M - Download msg Sent "4 = pairing B - Mobile Stolen
B - pownloaded =) 4= _ paired = Application Uninstalled
1] B Erasing Mobile "D 4m _ pair Failed

Mobile Erased

Figure 32 — Mobile Device Added for Remote Erasure
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Erase Software Installation

Hit the phone number part of the list row. A form will open showing device details like the initial and

current phone number and current state.

msisdn +358 ‘ Install

current msisdn
State

‘ Pair

Erase

Stolen (y/n)

‘ Lock device

Set Stolen

Allow local usage [+
Allow software uninstall

Send New Configuration

Close Window

Figure 33 - Remote Erasure Software Installation and Operation

Hit Install button once and then hit Close Window. The list row status will be updated automatically

as the installation proceeds as follows.

The mobile device will receive a message containing a link for downloading and installing the
Ontrack Eraser Client software in to the device. After a while the Server sends an initial pairing
message to the device. If the user has installed the application it will respond to pairing message and

after another set of messages the installation is complete. The state is updated accordingly.

If the initial pairing message is not responded to by the mobile device then the Server repeats the
sending of initial pairing message a few times. The interval between these messages will be

extended after each sent message and eventually, if no response was received from the mobile
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device, the pairing process will be aborted. There are several reasons why a device does not respond
to the initial pairing message. Some reasons include: The user has not yet installed the application to
the device, the device is switched off, or the device is in an area without network coverage. In this
case the user should be contacted in order to solve the problem. The pairing can then be initiated

manually.

Note: Currently the server sends the initial pairing message in less than five (5) minutes from the
download of the software to the mobile device. It is expected that the user will install the application
when it is downloaded. If the device does not respond in ten (10) minutes, pairing is tried second

time. If the device does not respond to the second try, the device state is set to install failed.

Tip: The mobile devices in failed state will be shown in the top of the list (Figure 30). After adding

new devices the list should be viewed from time to time to ensure that no device is in a failed state.

Pair Mobile Manually

Hit the phone number part of the list row. A form (Figure 33) will open.

Hit Pair and then hit Close Window. The list row will be updated automatically as the pairing

proceeds.

The mobile device will receive an initial pairing message. If the user has installed the application to
the device it will respond to a pairing message and after another set of messages the pairing is

complete. The state is updated accordingly.

If the initial pairing message is not responded to by the mobile device then the pairing process will
be aborted. There are several reasons why a device does not respond to the initial pairing message.
Some reasons include: The user has not yet installed the application to the device, the device is
switched off, or the device is in an area without network coverage. In this case the user should be

contacted in order to solve the problem. The pairing can then be initiated manually again.
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Configure Mobile

Hit the phone number part of the list row. A form (Figure 33) will open.

Two configuration options are available: Local usage and uninstall of the Client software can be

either denied or allowed.

The Client software includes user interface that can be used to erase the mobile device locally by the
user. By selecting Allow local usage checkbox and hitting the Send New Configuration button sends
message to the device that configures the user interface of the Client software to allow user perform
erase locally. By unselecting Allow local usage checkbox and hitting the Send New Configuration
button sends message to the device that configures the user interface of the Client software not to

allow local erase. Then hit Close Window.

The Client software includes feature that can be used to prevent uninstall of the software and start
the erasure if uninstall is tried. By selecting Allow software uninstall checkbox and hitting the Send
New Configuration button sends message to the device that configures the Client software to allow
uninstall of itself. By unselecting Allow software uninstall checkbox and hitting the Send New
Configuration sends message to the device that configures the Client software to start silent erasure

if the Client software is tried to uninstall. Then hit Close Window.

By default both the local usage and software uninstall are allowed and no further configuration is

needed if that setting is satisfactory.

Note: Both configurations are sent in the same message when the Send New Configuration button is

hit. Be sure to select valid configuration to both of these checkboxes before you hit the button.

Caution: Be sure to understand that if uninstall is set to denied, the Ontrack Eraser Client software

will automatically run erase silently if it is tried to be uninstalled.
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Lock Mobile

Hit the phone number part of the list row. A form (Figure 33) will open.

Hit Lock device and then hit Close Window. The Server will send a message to the mobile device

containing the command to set device lock. The lock will be applied if supported by the device.

Erase Mobile

Hit the phone number part of the list row. A form (Figure 33) will open.

Hit Erase. A form will open showing erase parameters. Select the parameters and type the captcha
code. Hit Send. The form will close. Hit Close Window. The Server will send a message to the device
containing the command to erase the device. Erase starts as soon as the message is received by the

phone. The state is updated accordingly when the erase is completed.

Note: Initially the erase will start without notifying the user. If you want the user to be notified,

remember to select Notify checkbox.

Set Mobile Stolen

Hit the phone number part of the list row. A form (Figure 33) will open.

The mobile device can be set to stolen state by hitting the Set Stolen button. By hitting the button

again the devices goes to normal state.

In stolen state, when the Server receives message from the mobile device informing that the SIM
card has been changed in the device, the Server sends erase command to the device automatically.
The erase parameters are set to erase all storage locations (i.e. internal flash, external memory card,

SIM card) and wipe count for the storage locations is set to one (1). The erase is done silently so that
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no indication of the process is shown in the phone. The server will receive acknowledgement from
the device when the erase has been started and also when the erase is completed, just before the

device restarts.

In the following scenario an operator manages the Server for simplicity’s sake:

1. A customer calls the operator that the phone is lost.

2. Operator sets the mobile device to the stolen state.

3. Operator sends erase command to the mobile device manually. If the device is in the
network the message goes through and the server will be acknowledged of started erase
and hopefully a summary of erase when completed.

4. Operator kills the SIM card. No use to send messages to the old number/SIM card anymore.
The customer can now take compensatory phone and a new SIM card to the same number.
If the manual erase command went through and confirmation of the device erasure was
wanted, the SIM card killing can be delayed until the erasure is completed.

5. If manual erase did not get through the server waits for message from the device informing
that the SIM card has been changed after which the erase command is send automatically.

6. On the other hand, if the mobile device is returned it can be set to normal state again.

Mobile States

Mobile device can be in one of several different states. The states are described in the Remote

Erasure Device List (Figure 30).

Chapter 5 Desk User Report View

Desk is able to send erase reports to be stored into the Server database. Sending of reports can

happen automatically after each erase event or manually when Desk user chooses to do so.

To examine the reports in the Server please login to the Server with credentials (user name and

password) that are associated to the Desk User role.
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Hit Search button to list all the reports available. The parameter fields can be used to limit report

result set.

Home Downloads

Licenses:22
Desk User

Name:
DeskUser Surname

Last login:

2009-07-13 14:40 Imei
5 Desk Location
: Between Dates -
my details
logout .;,g]_‘*

Report No.: Date
00004469 2009-07-13T11:31:54 Report
Report Bundle

Figure 34 - Desk User Report List

User is able to browse generated reports from the opened WWW page. User is able to view only

those reports that are delivered to server using his/her account.

Individual reports can be printed or exported as a file from the Report View.
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Chapter 6 Troubleshooting and FAQ

1. Corrupted license file error in Desk appears if end user tries to copy or modify the file storing
the licenses. License file “rawkeys” MUST not be edited or opened with other applications other
than Ontrack Eraser Desk.

2. In case of problems with Microsoft .NET Framework after the Desk installation. Verify that you
have downloaded all the critical .NET updates using Windows Update.

3. Samsung SGH-i600U is missing the necessary system module resulting in Client not being able
to run on that device.

4. Samsung SGH-i450 is not providing operating system information to the Desk resulting in Client
not being able to run on that phone.

5. Current Client software for Windows Mobile 6 devices requires the device lock to be turned on

by the user for the Lock Mobile feature to work.
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Appendix A. Self signed SSL Certificate Usage
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Appendix B.

Ontrack Eraser System Installation Acceptance Test Cases

Test case 1- Server Login View

Purpose: Verify server web service and user login
Equipment: Browser
Test Log into server with Browser using default Server Administrator account
procedure http://serverURL.
Create new Server Administrator user.
Change default Server Administrator password
Log in using new account.
Log in using default account
Acceptance All logins successful
criteria

Test case 2 — Server administration

Purpose: Verify server management

Equipment: Browser

Test Log into server with Browser using Server Administrator account.

procedure Settings >> Get License; check that server holds valid license or give KEY provided
by your Ontrack Eraser sales person and acquire your license file.
Settings >> Phone Software; check your phone software status

Acceptance All procedures successful

criteria

Test case 3 — Create Corporate Customer

Purpose: Verify server user handling and database
Equipment: Browser
Test Create new corporate customer and corporate administrator for that customer
procedure CorporateMgmt >> Add Client
Login to server using Corporate Administrator account
Acceptance Login successful
criteria

Test case 4 — Desk service

Purpose: Verify Desk system usage
Equipment: Browser, Desk, Phone
Test Create new Desk user
procedure Install Desk application

Configure Desk
Get license(s) from Server into Desk
Get phone software package from Server
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Erase phone
Send report to Server

Acceptance
criteria

All procedures successfully executed.
Erase report visible in Server Ul under installed Desk

Test case 5 —Server Administrator login using default credentials

Purpose: Verify disabling Server Administrator default account

Equipment: Browser

Test Try to login into Server with Browser using default Server Administrator account
procedure using default password.

Acceptance Login fails

criteria

Test case 6 — Push erase

Purpose: Verify push erase functionality
Equipment: Browser, Phone
Test Login to Corporate Administrator account
procedure Add new mobile

Install, Configure and Erase the phone
Acceptance All procedures successfully executed
criteria Phone status erased in Server Ul

Successfully executing these high level test cases verifies that your Ontrack Eraser Software for

Mobile System is correctly installed and configured.
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